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"The information disorders analyzed
occur in the context of overinformation,
infoxication or infodemic."
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I.

EXE CUT I V E SUM M A R Y

The COVID InfoDisorder project proposed the following goals:
1. To determine how information disorders were propagated in the Venezuelan
digital environment during the COVID-19 pandemic.
2. To understand the dynamics of the circulation of information disorders in
different spaces or information channels in the Venezuelan digital ecosystem.
3. To examine how information disorders related to the COVID-19 pandemic are
intertwined with national politics and the geopolitical context.
4. To identify trends related to various narratives, conspiracy theories, myths and
beliefs.
We completed three rounds of data collection: a) April-June 2020; b) August-November 2020;
and c) December 2020-January 2021. The full corpus consists of 2,401 main pieces, 77 of which
were analyzed in-depth with their corresponding variants. The formats of the pieces selected
for the analysis are text strings, tweets and tweet threads, voice notes, images and infographics,
videos, and Facebook posts. The research methods include open source intelligence, content
analysis and social networks analysis. The analytical processes were carried out between
October 2020 and February 2021.
The richness of the corpus and analytical work developed over the course of nearly four months
generated a substantial set of findings, which we describe in detail in sections of the report
corresponding to propagation channels, national politics, geopolitics, conspiracy theories,
myths and epistemes. The information disorders analyzed occur in the context of information
overload, infoxication or infodemic. This executive summary highlights the findings that we
believe to be of the greatest interest in the current context:

A. In the information disorders that connect the COVID-19 pandemic to
Venezuelan politics, we find:
1. A general environment of politicization that affects the positions, spokespersons
and decision-making regarding attention to the pandemic from all social sectors.
2. The construction of a coordinated strategy by the pro-government
communications apparatus that is focused on reinforcing its epic narrative in the
context of the response to the pandemic, with the intervention of high-ranking
regime officials, State entities and military structures.
3. Epic exaltation of ruling party officials who contract the virus.
4. Stigmatization of members of the opposition who contract the virus and the
creation of opinion matrices directed at promoting their judicialization.
5. Stigmatization of returned Venezuelan migrants as “biological weapons” that are
being used against the country.
6. Opaque handling of statistics and dissemination of epidemiological reports.
7. Use of fear of government surveillance to diminish the circulation of messages
critical of the Nicolás Maduro administration in WhatsApp messaging.
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B. In the information disorders that connect the COVID-19 pandemic to
geopolitics, we found:
1.

Intentional propagation by the pro-government communications apparatus of
contents that express hostility towards neighboring countries such as Colombia
and Brazil, which are blamed for allowing the virus to enter Venezuela through
their shared borders.

2.

Intentional propagation by the pro-government communications apparatus of
contents that feed into xenophobia against Venezuelan migrants in receiving
countries.

3.

A pro-government narrative with decolonial and anti-imperialist messages
related to the defense of the Nicolás Maduro administration’s policies related to
the pandemic.

4.

The pro-government communications apparatus broadly disseminated contents
praising the efforts to combat the epidemic of its allies China, Russia and Iran.

5.

The pro-government communications apparatus deliberately omitted the fact
that one of the main donors and organizers of humanitarian aid to Venezuela is
the United States, while it exalted the support received from Russia.

6.

Extensive dissemination of Sinophobic contents rooted in the fact that the
pandemic began in China and the suggestion that the global expansion of the
contagion was intentional.

7.

Attacks on international institutions focused on responding to the health crisis,
with a high frequency of contents attacking the World Health Organization (WHO).

8.

Circulation of contents denouncing Chinese economic control over African
nations. This is connected to a conspiracy theory involving the Ethiopian
nationality of Tedros Adhanom Ghebreyesus, the Director General of the WHO.

9.

Negative or positive assessment of vaccines based on where they were developed
rather than scientific criteria.

C. In the information disorders based on myths and epistemes, we
found:
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1.

Prevalence of messages that refer to religious beliefs in relation to the fight
against COVID-19.

2.

Recommendations for preventing the spread of the disease or its treatment
based on pseudoscience without any scientific validity.

3.

Recommendations for preventing the spread of the disease or its treatment
based on home remedies involving medicinal plants.

4.

Pseudoscience frequently appears in content focused on for-profit marketing
of products and services that are not effective for preventing and treating the
disease.

5.

We observed pseudoscientific contents that try to base their credibility and
legitimacy on attributions to medical, biochemistry and biology professionals.

6.

The pro-government communications apparatus intensely promoted the use of
a homemade concoction that had lemon grass as its main ingredient. Nicolás

Maduro himself was a spokesperson for this approach.
7.

The pro-government communications apparatus also promoted the “miracle
molecule” DR10 as “the cure for Coronavirus created by the sages of Venezuelan
science.” (Our translation.)

8.

The pro-government communications apparatus also launched the commercial
brand Carvativir as a miracle cure for COVID-19. The active ingredient of these
drops is Isothymol, which is widely used as an oral antiseptic and in anti-parasite
medications for people and animals.

9.

In the case of Carvativir, pseudoscience legitimation strategies (a fake scientific
article published on the Scribd document sharing platform), appeal to natural
markets (mention of the medicinal plant thyme instead of the active ingredient
Isothymol in the messaging) and an appeal to religious beliefs (secondary
denomination “José Gregorio Hernández’s miracle drops” in reference to the
Venezuelan doctor who is in the process of being canonized by the Catholic
Church).

D. In the information disorders that include conspiracy theories, we
concluded that:
1.

Most of the conspiracy theories found in the corpus did not emerge because of
nor are exclusive to the public discourse on COVID-19.

2.

We identified four preexisting conspiracy theories that appear in the pandemicconspiranoid narratives: a) the dangers of 5G technology; b) a plan for global
depopulation; c) the toxic effects of vaccines; and d) the New World Order.

3.

We observe the emergence of a sort of pandemic conspiranoid genre with
various thematic axes: a) the unnatural origin of Coronavirus (divine punishment,
extraterrestrial attack, created by a country to dominate global markets); b) antivaccine conspiracy theories (sterilization, immune system destruction, surveillance
microchip placement, transgenic RNA, unleashing the apocalyptic “beast”); c) 5G
technology (5G waves activate the chips placed through vaccination, maximum
distance of 1.5 meters allows each person/target of government surveillance to
be identified, destruction of the electromagnetic field and resulting damage of
the immune system); d) pandemic denial (invented by pharmaceutical companies
to increase their earnings, invented by governments to limit citizens’ rights); and
e) the New World Order, whose hard nucleus affirms the existence of a power
behind all of the visible powers comprised by an alliance of stakeholders who are
seeking to globalize a single model of organization of human life.

4. The conspiranoid contents sometimes intersect with humor and become parody.

E. The main findings related to information disorder propagation
channels are:
1.

The propagation of information disorders related to COVID-19 in the Venezuelan
digital ecosystem involves multiple platforms (mainly WhatsApp, Facebook,
YouTube and Twitter).

2.

The spaces of origin of the contents that introduce information disorders tend
to be Facebook and YouTube, though disorders are also directly introduced via
WhatsApp or Twitter.

3.

In the case of information disorders in which COVID-19 is related to national
politics, the original space of the introduction of the content tends to be broadcast
television or Twitter, though disorders introduced directly through WhatsApp
also are observed.
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4.

WhatsApp is the origin of pieces in voice note format, including audios related to
national politics and some audios that may have migrated from other countries.

5.

There is evidence that the propagation of information disorders related to
COVID-19 on Facebook and WhatsApp may frequently be organic in nature,
promoted by users of those platforms with the sole intention of sharing content
that they find interesting.

6.

The evidence suggests that the propagation of information disorders on Twitter
and YouTube may more frequently be the product of coordinated operations
with political or commercial interests.

7.

We observe a pattern of introduction of disinformation content via replies to
tweets by popular journalists that come from fake accounts.

8.

We observe the frequent publication of tweets with contents that reproduce
information disorders from accounts listed under pseudonyms and with profile
images from drawings, cartoons or what seems to be photos stolen or generated
using artificial intelligence.

9.

Conspiranoid content and hyper-partisan content are frequently used to generate
clicks and drive traffic towards junk news sites or online merchandise sales sites.

10. Conspiranoid content and anonymous content are more likely to be forwarded
by the users of the monitored WhatsApp groups.
11. We observe that the information disorders associated with COVID-19 that we
found in the WhatsApp corpus go beyond the geographic limits of Venezuela and
have frequently migrated from other countries.
12. We found that the information disorders related to the pandemic tend to
be reproduced in Facebook spaces oriented towards Venezuelan migrant
communities in various Latin American countries.
13. Conspiracy theories and myths are the type of content that is most likely to
migrate between countries.
14. We identified five forms of propagation of messages that move between different
contexts: Mutation, replication, migration, adaptation and legitimation.
15. The pro-government apparatus engaged in an extraordinary deployment of
propaganda on Twitter with the arrival of the first lot of Russian Sputnik vaccines
to immunize the population against COVID-19.
At the end of the report, the COVID InfoDisorder team presents a series of recommendations
for mitigating information disorders. The recommendations are directed at journalists and
digital media organizations, social media platforms, social activists and non-governmental
organizations, communications research centers and information disorder researchers,
staff responding to the pandemic and policymakers.
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What are the dynamics that information
disorders adopt in the Venezuelan digital
ecosystem? How do they intertwine with the
national and international political framework?
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II. INT R OD UCT I ON
The digital ecosystem has been crucial for health communication and for emergency
communication strategies during the COVID-19 pandemic. It has served as a mechanism for
promoting the adoption of behaviors meant to contain the virus. However, it also has been
used to amplify information disorders, particularly disinformation and fake news about the
COVID-19 pandemic. The circulation of malicious content has various consequences. One of
the most serious is that it impacts individual and collective health practices.
There is no question that information disorders have a negative impact on a society’s
communications-related health. In response to these global phenomena, we decided to
explore the dynamics that information disorders adopt in the Venezuelan digital ecosystem.
In the Venezuelan context and the context of the pandemic, this impact is amplified by the
limitations imposed by one of the ten worst humanitarian crises in the world according to the
OCHA's Global Humanitarian Overview 2021.1
Second, there is evidence that the Venezuelan government has orchestrated disinformation
campaigns. Venezuela’s government pioneered the use of bots to create opinion trends on
Twitter in 2010 and to harass opponents with verbal attacks since 20092. The commonly used
tactics include: a) the creation of official and automated accounts to position trending topics
on a daily basis; b) the promotion of distraction hashtags through the coordination of cyborg
and troll accounts with the use of emotional, scandalous, disinformative, offensive and/or false
messages; and c) the hijacking of opposition hashtags to pervert their discourses and interfere
in the conversation flows of various opposition communities3. Although it would seem that
campaigns meant to promote information disorders only impact the digital ecosystem, in
the Venezuelan context, there is evidence of the existence of information disorder strategies
using traditional media since at least 2002.
In order to generate a response that contributes to identifying and understanding the
information disorder patterns associated with COVID-19 in the Venezuelan digital ecosystem,
an interdisciplinary team of Venezuelan researchers comprised of academics, journalists,
and activists who promote the right to information and internet access posed the following
objectives:
1.

To determine how information disorders were propagated in the Venezuelan
digital environment during the COVID-19 pandemic.

2.

To understand the dynamics of the circulation of information disorders in
different spaces or information channels in the Venezuelan digital ecosystem.

3.

To examine how information disorders related to the COVID-19 pandemic are
intertwined with national politics and the geopolitical context.

4.

To identify trends related to various narratives, conspiracy theories, myths and
beliefs.

The development of the COVID InfoDisorder project involved collecting data to generate
evidence on how the phenomenon manifests in the country. The ultimate goal of this
effort is to contribute to preserving the right to reliable, quality information that
allows Venezuelans to make informed decisions in the difficult situation in which they
are living.

1. Oficina de las Naciones Unidas para la Coordinación de Asuntos Humanitarios (OCHA). (2021). Panorama
Humanitario Global de OCHA 2021. Disponible en https://gho.unocha.org/es
2. Puyosa, I. Venezuelan Government Strategies for Information War on Twitter. Available at SSRN: https://
ssrn.com/abstract=3459724 or http:// dx.doi.org/10.2139/ssrn.3459724
3. Idem.
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"The analysis focused exclusively on content on
information disorders and disinformation, that is,
on misleading, false or malicious content."
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III. METHOD OL O GI C A L N O TE S
A. Data gathering
The Covid InfoDisorder project focused primary corpus collection on the WhatsApp messaging
platform. The reasons that justify this are listed below:
1.

It is the most heavily used mobile messaging application in Venezuela.4 Over half
of Venezuelans use it.5

2.

It has become a distribution channel for content created in other digital media
along with its native formats, which are voice notes and text strings.

3.

While it is an interpersonal and group locus, its contents migrate almost
immediately to the public sphere through the internet and face to face interactions
between platform users and non-users. Traffic from and to WhatsApp has
expanded the influence of its content in public debate and decision-making on
matters of common interest.

4.

Regular monitoring of activity on this platform has not been thoroughly studied in
Venezuela, and it may contribute valuable information on users’ practices, trends
and content circulation patterns in this high-influence channel in the formation
of public opinion which has not received a great deal of attention.

Data collection periods:
1st Phase: April 1-July 31, 2020, the first cycle of the pandemic in Venezuela
2nd Phase: August 1-November 30, 2020, the second cycle of the pandemic in the
country, which was marked by the lifting of lockdown measures on November 29 due
to the December 6 electoral event.
3rd Phase: December 1, 2020- January 2021, which coincided with the third cycle of
the pandemic in Venezuela.

Guidelines for incorporating content into the corpus:
The corpus includes content on the pandemic that disseminated information that was:
1. imprecise, misleading, false or malicious.
2. factual, verified and/or from reliable sources.
3. generated by Venezuelan checking and verification teams who debunked fake,
misleading or malicious digital content on COVID-19.
The analysis was exclusively focused on information disorders and misinformation, that is,
misleading, fake or malicious content. The factual content and the debunking or verification
provided context for the analysis and allowed us to appreciate the impact that the excess of
contents shared about the pandemic had on the group participants.

4. Hootsuite / We Are Social. Digital 2020. Global Overview Report. See https://wearesocial.com/
digital-2020 Accessed on 02/09/2021.
5. Corporación Latinobarómetro. INFORME 2018 LATINOBAROMETRO. See https://www.latinobarometro.
org/latContents.jsp?CMSID=InformesAnuales&CMSID=InformesAnuales Accessed on 02/09/2021.
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Content gathering procedures
1.

Creation of Content Monitoring and Collection Teams (CMCT): Selection for daily
monitoring of at least five groups in which each member of the CMCT already
participated in an organic manner.
110 groups were observed with a total of 5,020 members. These were organized
into 20 group profiles with the following characteristics:

Figure 1.
Summary of
monitored
WhatsApp
groups

a)

Users between the ages of 15 and 80.

b)

Users who engage in 36 different activities. (These include, for example,
students, professionals from several fields, homemakers, salespeople,
members of the military, former ministers, political leaders and activists,
human rights activists, domestic workers, caretakers, drivers, mechanics and
volunteers.)

c)

Middle-class social strata (upper, middle and working class) with limited
representation of the economic elite and marginalized sectors.
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d)

National coverage that includes all of the regions in the country.
Representation of Venezuelans who had migrated to countries in Latin
America, the United States, Canada, the European Union and some countries
in Asia, the Middle East and Africa (United Arab Emirates, Morocco, China,
Russia, Japan, South Africa).

2.

Creation of a WhatsApp group to centralize the messages gathered by the CMCT.
During the first phase, each monitor/collector identified the contents that met
one of the three aforementioned conditions in their groups and resent them to
the centralization group.

3.

A matrix was designed to record, organize and catalogue the pieces of content
collected and sent to the centralization group.

4.

Once the records were added to the matrix, the CMCT organized and prepared
the corpus for the quali-quantitative analysis of the contents.

Given that the WhatsApp groups are not public, a probabilistic sample could not be designed
for the selection of contents to be analyzed. The work with groups accessed by invitation may
lead to the following biases:
1.

Group profile biases The representation of content related to national and
international human rights and health activism, scientific/academic studies on
the new virus and adverse assessment of the epidemiological management of
the pandemic by the Nicolás Maduro administration may be affected by the
socio-economic and ideo-political profile of the groups observed.

2.

Biases of the monitor/collector who is not a member of the COVID
InfoDisorder team The fluctuation in the flow of messages observed between
April 2020 and January 2021 may be due in part to waning enthusiasm among
those who voluntarily collaborated by sending pieces to the research team.

3.

Researcher biases The selection of the conversational turns and problematic
pieces included in the expanded corpus may be affected by the subjective
assessment of analysts of their representativeness.

B. Content analysis
1. Quali-quantitative
The “Matrix for the Recording, Identification and Classification of Messages Linked to
Information Disorders on Digital Platforms” allowed us to organize the qualitative and
quantitative analysis of the pieces gathered in order to:
1.1. Identify the events, topics and subtopics, formats, propagation platforms,
sources, creators and distributors of the disinformation content related to the
pandemic.
1.2. Determine the types of information disorders generated by the messages about
the pandemic that circulated in the WhatsApp groups monitored. The model
developed by Wardle-Derakhshan (2018) was taken as a conceptual, classificatory
and terminological framework. It was adapted to the Spanish language and the
specific characteristics of the Venezuelan media ecosystem by Madriz (2020) for
the COVID InfoDisorder team (See Table 1).
1.3. Determine the types of content used to generate information disorders in the
groups monitored. In this case, we also started out with the Wardle-Derakhshan
(2018) glossary adapted by the research team. (See Table 2.)
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Table 1 Types of information disorders Wardle-Derakhshan6 - COVID InfoDisorder 2021

Wardle-Derakhshan (2018)
Misinformation
“Is information that is false, but not intended to cause harm. For example,
individuals who don’t know a piece of information is false may spread it on
social media in an attempt to be helpful.”

The COVID InfoDisorder Team
Misinformation. The term does not exist in Spanish. We suggest the
expression: Erroneous, imprecise or incomplete information to refer
to contents that transmit data with variable levels of imprecision or
inconsistencies without the intention of harming third parties.
It may be due to at least four reasons:
a. The events referred to occur in emerging, chaotic situations
that generate confusion and uncertainty and produce uncertain
information that is very difficult to validate at the time.
b. Poor professional practices that lead some journalists to publish
information from their sources without following the required
verification protocols.
c. Humorous content that can be erroneously decoded as true by
the audiences that receive it.
d. Individuals who take false disinformation content as true and
viralize it, believing that it is true with the intention of helping or
denouncing.

Disinformation
“Disinformation is false information that is deliberately created or
disseminated with the express purpose to cause harm.
Producers of disinformation typically have political, financial, psychological,
or social motivations.”

Disinformation. The word ‘desinformación’ exists in Spanish, but its
meaning does not align with the Russian word dezinformatsiya -the
concept was initially developed in Russia- or with the English term
disinformation.
In Spanish, the technical use of this word in political communication
and public opinion studies expresses the meaning: Operations of
manufacturing and distribution of content deliberately created and
strategically propagated for political, economic warfare or propaganda
purposes in support of military or geopolitical plans.
In conversational contexts, the following expression may be used:
Manipulated information, to refer to contents that transmit false
information, that intentionally deform the facts.
The production and distribution of this type of content may be due to
at least two reasons:
a. Those listed in the technical definition of the term defined above.
b. Dissemination by people who assume that disinformation is true
and share it in order to help or denounce.

Malinformation
“Malinformation is genuine information that is shared to cause harm. This
includes private or revealing information that is spread to harm a person
or reputation.”

Malinformación: The term does not exist in Spanish. We suggest
the expression malicious information to refer to contents that
transmit factual, true information referring to people's private lives or
confidential matters that filter into the public sphere with the intention
of harming third parties, institutions and countries.
Given that such information often does not seek to sow disinformation
but to condemn abuses of power committed by individuals,
organizations and governments, it is important to consider that the
basic criterion of distinction between one case and another is the
damage to reputations that is inflicted on third parties with ideopolitical, economic, social or cultural motives.
Some of Wardle’s works include hate speech within this type of
information disorders.

6. Wardle, C., Darakhshan, D. (2018) "Information disorder: The essential glossary." Harvard, MA: Shorenstein Center on Media,
Politics, and Public Policy, Harvard Kennedy School.
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Table 2 Type of contents that are information disorders7

Wardle-Derakhshan (2017)
Satire o Parody.“No intention to cause harm, but has potential to fool”

Equipo COVID Infodesorden
Humorous content Satire,
The contents that are disseminated tend to be exaggerations, made-up
information and facetious adaptations of events that have occurred. In
other words, they are contents that do not communicate true facts but
that generally do not “lie” with the intention of harming others.

Misleading Content.“Misleading use of Information to frame an issue or

Misleading content includes true elements but they are honed so that

individual.”

the semantic content that they transmit is false.

Imposter Content. “When genuine sources are impersonated.”

Impostor content is a common tactic in the Venezuelan digital
ecosystem. It consists of usurping the identity of another person in
order to use their credibility to lie, assuming that audiences will take
the message as true given the reputation of the individual, media or
institution that supposedly transmitted it.

False Content. “When new content is 100% false, designed to deceive and

False content is the falsest of contents because nearly everything

do harm.”

that is transmitted is invented, but it has some anchor in the state of
collective pathos or concurrent historical events that lead audiences to
accept them as true.

False Connection. “When headlines, visuals or captions don’t support the

False Connection This is a very old approach that is the favorite

content.”

of traditional and now digital media focused on propagating
disinformation. These are headlines or clickbait images that offer
sensationalist content. When the person accesses the full content, the
piece does not say what the headline or image offered.

False Context. “When genuine content is shared with false context

False context Includes messages, videos or images that are true but

information.”

extrapolated from their original conditions and inserted into other
spatial/temporal contexts to communicate content that is different
from the primary content.

Manipulated Content. “When genuine information or imagery is

Manipulated content is very popular on digital platforms. It involves

manipulated or deceived.”

using technology to tamper with a message, image, video, audio or text
to alter the original semantic content.

7. Wardle, C., Darakhshan, D. (2017) "Fake news. It’s complicated. First Draft. Harvard, MA: Shorenstein Center on Media, Politics, and
Public Policy, Harvard Kennedy School. "https://medium.com/1st-draft/fake-news-its-complicated-d0f773766c79
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2. Critical discourse analysis
Following the model developed by Madriz (2010; 2020)8, critical discourse analysis was applied
to a specific group of pieces, which allowed us to identify:
2.1. Pieces that are prototypical of Wardle-Derakhshan’s taxonomy adapted by COVID
InfoDisorder.
2.2. Sets of content identified as coordinated campaign pieces with political purposes
by anonymous or declared agents.
2.3. Pieces of emotional discourse designed to contaminate public conversation on
social media and modulate the collective pathos around the events and topics
related to the COVID-19 pandemic.

C. Open Source Intelligence (OSINT)

Figure 2. Set of open
source intelligence
tools used in COVID
InfoDisorder 2021
research

The open source intelligence research process began by following routes of circulation of
noteworthy content in the corpus in other spaces in the digital ecosystem, especially Twitter,
Facebook and YouTube.
Our open source exploration was oriented towards:
1.

Proving whether content found in the corpus of WhatsApp groups coincides with
an existing version of content or narrative (links to news from other countries,
past epidemics or unrelated events).

2.

Monitoring the channels in which information disorders originate or are amplified
(Facebook, Twitter, Instagram, YouTube, media, etc.).

3.

Locating content propagation coordination indexes.

8. Madriz, M.F., (2010) Pathos, violencia e imaginario democrático en Venezuela. Akademos, Vol. 10 (1),
105-160. DOI: http://saber.ucv.ve/handle/10872/19916.
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4.

Determining whether political actors are involved in the propagation of the
content.

D. Social networks analysis
After tracking information disorder pieces on Twitter, YouTube and Facebook, we proceeded
as follows:
1.

We gathered social media data on content (such as hashtags, links and propagator
users), submitting API data requests to Twitter and YouTube, using NodeXL and
Gephi software packets and scripts for R.

2.

We gathered the social media data of users who disseminated said contents.

3.

We analyzed network data including node metrics and communities or clusters
(when possible).

Social media analysis allowed us to identify users that:
1.

Provide greater scope to the dissemination of content.

2.

Contribute more virality to the dissemination of content.

3.

Have a greater influence on agenda setting.

4.

Belong to communities grouped around identities or narratives.

Based on these analyses, the researchers evaluated:
1.

Whether it is likely that the propagation of the content was coordinated.

2.

Whether there is evidence of a political community that has impacted the
propagation of the content analyzed.

3.

Specific strategies used for content propagation.

4.

If there is evidence of geopolitical dynamics around the dissemination of contents.

19

Taxonomies
ts
ac
p
im
Economic
Psychological
Social
Sociological
Technological
Educational

Campa
igns

Effects on the body
(hands, weight, hair,
appearance)
Effects on relationships
(couples, parents/
children, neighbors)
Biosecurity (hand
washing, social distance)
Pets
Others

Educational
Informational
Motivational
Other

Bi
os
e

y
rit
cu

Co
vid
-19

Humor

Face mask
Social distance
Handwashing
Others

Beliefs
Prayer chains
Blessings
Premonitions
Praises
Others

TOPICS
AND SUBTOPICS

Verified information
News
Scientific reports
Newsletters / Announcements
Others

Geopolitics

Epidemiology
Origin of the virus
Pandemic phases
Statistics Covid-19
Country / World projections
Prophylaxis
Therapy
Vaccines
Otherst

Bioscientifical
Home remedies
Traditional
Pseudoscience
Vaccines
Medicaments
Others

Phishing
Scams
Others

C yb
ercrim
e

Authorship

Platforms

Anonymity
Self-referral

Statistical data (diagnostic
tests, cases, healthcare
centers, outbreaks)
Measures (confinement,
Homeland System survey,
bonds, official treatment)
Communications (Opacity,
censorship, propaganda,
others)
State of Alarm (Militarization,
Forced Confinement,
Judicialization of dissent,
abuse against offenders)
Stigmata
Health System Crisis
Others

5G networks
Vaccines
Treatments
Transworld
New world order
Others

Facebook

Infoeducational

Audio

Instagram

Disinformation

Motivational

Document

Attribution
Real identity

Digital media
Websites

Artistic
Humorous

Link
Image

Digital identity

Twitter

Inaccurate /
incorrect
information

Devotional
Conversational

Text
Video

Disinformative

Mixed

YouTube
WhatsApp
Others

Leaks
Hate speech
Others

Speech Types

ac
pir
s
n
Co

Information
Disorders

Telegram

20

Pandemic
management

Formats

Infographic nnaranjo0869@gmail.com

Treatments

yt
he
or
ies

Stigmatization
Global ideopolitical influence
Medicine
Epistemic control
Others

IV. D ES CR I P T I ON OF TH E C O R P U S
“The map is the territory.”
Jorge Luis Borges
WhatsApp is a living ecosystem, a magma of meanings in which disinformative, informative
and conversational pieces interact in complex processes of influence and resemantization.
In order to understand this significant continuum, it was necessary to include all content on
COVID-19 in the primary corpus (April-July 2020).
Once the primary corpus was established, the expanded corpus was organized to include the
pieces gathered in the three phases (April 2020-January 2021) with a focus limited to the pieces
that qualified as information disorders based on the Wardle-Derakhshan model along with
two groups of erroneous, problematic content that was difficult to classify. The first included
pieces on treatments, cures and vaccines against COVID-19. The second was comprised of
content on the evolution, management and political use of the pandemic in the country.
The two corpuses are described below and the findings yielded by the critical content analysis
are presented.

A. Information overabundance and information disorders
The team collected 2,401 discursive pieces focused on the pandemic between April 1 and July
31, 2020. Of these, 520 qualified as disinformation contents, 128 based on Wardle-Derakhshan
and 392 problematic: 61 on treatment and 331 on epidemiological policy.
The other 1,881 non-disinformation pieces served as a significant continuum for those that
were, and allowed us to estimate the impact of the overload of information on COVID-19 on
the participants of the groups observed.
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Figure 3A. Primary Corpus Types of Discourses.
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Figure 3B. Primary Corpus Volume and Types of
Discourses.

Over the course of four months, these active content producers/consumers shared an
average of 20 pieces per day including factual and counterfactual information blended
with jokes and prayer chains; songs of solidarity and apocalyptic premonitions; complaints
of family members who had died and were not counted or those who were stigmatized in
the official epidemiological orders.
21

This qualifies as one of the most common information disorders: infoxication generated by
the overload or excess of contents circulating in digital platforms on a single topic, in this
case the pandemic. Infoxication includes true or false content produced and disseminated
by multiple and concurrent sources that can be reliable, unverifiable or anonymous. Like
other information disorders, infoxication erodes the capacity to discern of those who are
exposed to information overload. As such, they can destabilize the emotional equilibrium
of some individuals that consume excessive content. Two observable pieces of information
in the primary corpus suggest that participants wanted to avoid the anguish and numbness
that sustained exposure to stressful contents produces: the high number of humorous
Types and Percentages
of Disinformatives
Contents
pieces
and the decrease
in the volume of shared pieces comparing April and June 2020.
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The expanded corpus allowed us to quantify and analyze the overload of disinformation
contents in detail: “COVID-19 disinformation creates confusion about medical science with
immediate impact on every person on the planet, and upon whole societies. It is more toxic
and more deadly than disinformation about other subjects.”91This information disorder can
be identified in the expanded corpus given that 15% of the pieces collected correspond to
disinformation contents that blend scientific half-truth, traditional home remedies and
pseudoscience. These contents represent 31% of the corpus that develops conspiracy theories,
which in some cases are linked to the issue of treatments. The remaining 54% refers to how
Venezuelans live and communicate the humanitarian and political crisis that keeps them in
a condition of survival. That 54% reflects the enormous difficulty that the participants of the
groups monitored face when discerning any content from that which they share.
The opaqueness and politicization with which the Maduro administration has managed the
pandemic does not allow us to establish how much of what goes viral reflects the facts; which
contents are propaganda originating from the pro-government communications apparatus;
which contents respond to the interests of other political and social actors; or which contents
are chaotic, organic and non-coordinated expressions of users sharing complaints and fears.
Again, the fluctuation in the number of pieces shared by the groups makes visible the nexus
between reality/country and information compulsion. After peaking in April due to the novelty
and uncertainty that the pandemic created in the world, the new peaks occurred in June-July
when the contagion curve reached its highest point in 2020 and in January 2021, when the
rebound in contagions and the issue of vaccines reactivated fears of the future.

9. Posetti, J. and Bontcheva. K. DISINFODEMIC. Deciphering COVID-19 disinformation. UNESCO. 2020.
See https://en.unesco.org/sites/default/files/disinfodemic_deciphering_covid19_disinformation.pdf, p. 2.
Accessed 1-20-2021.
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B. Formats and authorship
In addition to the text messages exchanged in WhatsApp chats, users share images,
videos, audio notes, documents and links to other platforms. Based on the corpus, we
see that Twitter is the most frequently cited platform (71%) followed by digital media and
other news sites. Only two direct links to Facebook were observed. This is due to the fact
that Facebook is a closed platform, which makes it difficult to access contents shared by
individuals who are not friends, groups to which one does not belong or pages of which
one is not a fan.
Figure 5A. Expanded Corpus. Formats.
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Figure 5B. Expanded Corpus. Types of autorships and
formats by number of pieces.

Another finding that the content analysis of the corpus generated was the weight of the two
native WhatsApp formats: audio notes and text strings. The audios represent 9% of all of the
shared pieces and chains represented 81% of the texts. Both formats play a starring role in
the viralization of information disorders contents. For their part, videos represent 16% of
the pieces that circulate on WhatsApp.
The dominance of strings, videos and audios as the most common content for disinformation
benefits from anonymity. In all cases, the dominant author is ‘anonymous,’ particularly if we
add in self-referential authors (the sender says, “I am...”) or texts attributed to someone (the
person who shares the content says, “He/she is...”) but that assertion cannot be verified.
Those three forms of anonymity are present in 82% of audios, 77% of text strings and 47%
of videos.

C. Virality
The WhatsApp ecosystem does not have direct metrics for determining virality. Initially, we
planned to use three indirect routes to measure this phenomenon: a) Number of times that
a single piece was shared in the various groups in the same propagation cycle; b) Number of
propagation cycles that a single piece had over the course of the 10 months of monitoring;
c) The “Forwarded many times” designation that WhatsApp has assigned to high-circulation
pieces on its platform since 2019.
The possible content selection biases indicated in the Methodological Notes and the fact that
the corpus was gathered over the course of 10 months make the first and second indicators
less reliable. They will only be considered as secondary references. As such, we gave greater
consideration to the tagging that WhatsApp provides.
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Nearly half of the pieces included in the expanded corpus were shared many times. Audio
notes and text strings, the platform’s native formats, were the most frequently forwarded by
the WhatsApp users in our study. Anonymous pieces are most frequently shared.
In regard to topics and subtopics, the most frequently forwarded pieces in absolute terms
are those related to the management and political use of the pandemic. However, if one
considers the full body of pieces by topic in proportional terms, 82% of conspiranoid content
was forwarded, more than contents on other topics.

D.

Topics and subtopics

We identified 13 topics and 54 subtopics in the corpuses.

1.

Biosafety.

167 pieces from the primary corpus and 52 from the expanded on had
biosafety as a topic. Humor, infoeducation pieces and motivational
pieces headed the list with three key subtopics: Mask wearing, hand
washing and social distancing.

Figure 7. Primary and Expanded Corpus. Topics
and Subtopics. Biosafety.

Four pieces that referred to the harmful health effects of the use of
masks and digital thermometers were found. In both cases, various
pieces were located in the corpus that contradicted that imprecise
information.

2.

Treatments.

105 pieces in the expanded corpus. This is the type of problematic
content which, depending on the context in which it is shared, could
be described as imprecise or incorrect information (misinformation in
the Wardle-Derakhshan model) or disinformation. We discuss a few
examples below:
2.1 Home remedies . We identified pieces that refer to traditional
health practices such as sprays or gargling; home remedies such as
hot infusions; or the ingestion of foods such as lemon, ginger or honey.
The creation and forwarding of this type of piece does not represent a
threat to public health as long as people do not stop seeking medical
attention if they have symptoms. However, promoting these practices
as cures for coronavirus qualifies them as misleading.
Figure 8. Primary and expanded corpus.
Treatments.
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2.2 Disinformation. Various sets of content that qualify as information
disorders were identified due to the fact that they move way from

reliable reporting of facts and towards the premeditated intention to harm people,
organizations, governments and/or epistemological and political models of managing
knowledge, health and power.
2.2.1 Official medicines. We identified contents associated with the promotion
of protocols or specific medicines by different governments that are presented as
cures for COVID-19 and were adopted as the official therapy in each country. There
was abundant evidence of the validation of chloroquine and hydroxychloroquine on
the part of Presidents Donald Trump (United States) and Jair Bolsonaro (Brazil), who
claimed to be consuming said substances preventively. For his part, the President
of Madagascar, Andry Radjoelina, patented and sold a wormwood-based infusion
called COVID-Organics in several African nations. The WHO ordered scientifically
controlled studies of that product to be performed given the potential risk posed by
the active agent.
The most relevant cases represented in the corpus refer to the set of products that
the Nicolás Maduro government has patented or included in official prophylactic
and therapeutic protocols, including the recipe created by Sirio Quintero and the
Carvativir drops.
2.2.2 Pseudoscience. We found pieces in the corpus that question the validity
of the biomedical principles of the WHO and multilateral, national and scientific
agencies that support it. This questioning, which was often expressed by doctors,
has a potential for damage that is not easy to counteract.
2.2.3 Anti-vaccination pieces. We located numerous pieces in the corpus that
negated the validity of mass global vaccination from three different types of
perspectives: -Objections developed and discussed in the biomedical episteme
itself specifically referring to research conditions and validation of the various
vaccines available in the global market; -anti-vaccine speculation prior to the
vaccine from people outside of the biomedical scientific community; -arguments
from conspiranoid theories that transcend the field of medical discussion about
the vaccine.

Figure 9. Anonymous video: “Vaccine Show (Vacuna Show)”
Manipulated production on the supposed false vaccination of
world leaders..
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3. Management of the Pandemic.
459 pieces in the expanded corpus refer to eight subtopics. Of these, we highlight:
Figure 10. Frame
Joint transmission
of Nicolás Maduro
dated 07-14-2020

3.1. Manipulation and inconsistency of numbers about the epidemiological reality:
cases, outbreaks and tests.
3.2. Opacity and blocking of official sources; censorship of private and independent
media, journalists and infocitizens.
3.3. Violation of the civil and political rights of citizens, patients, families and social
aspects under the cover of the state of alarm:
a) Harassment and detention of
doctors and nurses for condemning
the collapse of the public health
system or for participating in
protests related to those same
motives;
b) Harassment, mistreatment and
detention of citizens for violating
biosafety or quarantine rules;
c) Confinement and forced isolation
of confirmed patients, suspected
patients and their relatives in
watchman hospitals, integrated
diagnostic centers and hotels that
lacked adequate staff and medical
personnel.

Figure 11. Maremi Twitter publication @Maremilg dated
April 18, 2020 regarding the detention of Dr. Luis Araya
denouncing the political-propagandistic use of the pandemic
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4. Stigmas.
38 pieces in the expanded corpus. This topic is enormously important for fundamental
human rights reasons, though the numbers are not high. The corpus shows how the
pandemic activated three types of stigmatization:
Figure 12.
Comment
attributed
to Marcos
Pérez Jiménez
regarding
Chinese
immigration
to Venezuela.
Pérez Jiménez
governed under
the military
dictatorship
between 1948
and 1957.

4.1 Hatred of others who are held responsible for damage
suffered. This is the case of pieces that reflect Sinophobia
or anti-Chinese sentiment. Sinophobia became part of the
collective imaginary anchored in the fact that the pandemic
began in the Chinese province of Wuhan.
4.2 Fear of the other who is thought to be able to cause
damage. This was the case of various episodes of discrimination
against neighbors who were thought to have COVID-19 and
even healthcare workers returning home from exhausting
shifts at work. The clearest case is that of the family of Paulino
Masiá, who died on April 8, 2020. The official epidemiological
statement said that the deceased was a man who had recently
arrived from Madrid, but Paulino Masiá had not traveled since
2019. His daughter, wife and sister publicly contradicted the
official version.

Figure 13. Content
published on Twitter
on the andi account
@andreamasia
regarding the death
and stigmatization of
Paulino Masiá.

4.3 Stigmatization of the other as a political weapon Nicolás Maduro's government used the
pandemic to discriminate against its political enemies using national public media system
broadcasts and official epidemiological bulletins. The official discourse described them as
infectious and there were messages instigating hatred against those who had contracted
the disease.
4.3.1 At the beginning of the pandemic, the official discourse blamed travelers
returning from Europe, all of whom were residents of middle class sectors who
traditionally voted for the opposition, as having introduced the virus in Venezuela.
Class discrimination against “the rich” underlies this official discourse.
4.3.2. Opposition leaders who are mayors and governors were denounced as
infectious because they became ill or had outbreaks in their municipalities.
Persecution action included efforts to judicialize the affected parties.
4.3.3. Venezuelans who returned from Colombia and, to a lesser extent, from Brazil
were accused of serving as “biological weapons” working for foreign governments
that are enemies of Venezuela. In this case, discrimination against equals was
encouraged.
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“The spread of information disorders about
COVID-19 in the Venezuelan digital ecosystem
is multiplatform.“
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V . INFO- D I SOR D ER DIS S E M IN A TIO N
CH ANN ELS I N T H E V E N E ZU E L A N
D IG ITA L ECO SY ST E M
1.

The propagation of information disorders related to COVID-19 in the Venezuelan
digital ecosystem involves multiple platforms. Variants of the same contents
circulate on WhatsApp and the main social media platforms: Facebook, YouTube
and Twitter.

2.

The origins of the contents that introduce information disorders tend to be
Facebook and YouTube. WhatsApp and Twitter tend to amplify contents that first
appear on more massive platforms.

3.

In the case of information disorders in which COVID19 is related to national
politics, the original space of the introduction of the content tends to be broadcast
television or Twitter, while WhatsApp and YouTube appear as secondary
platforms in subsequent diffusion.

“The Bug China Sent to the World”
On the YouTube Channel Somos Manos
a la obra, which was created on April 23,
the aforementioned video was published
with the logo of its creators, a group of
Mexicans. The Facebook page Manos a la
Obra was created on February 6, 2020 and
had 46,000 followers one year later. The fi rst
video available on the page was published
on February 21. Its most popular Facebook
video is AMLO, A DANGER FOR MEXICO,
a parody of critiques of President López
Obrador. The video El Bicho que China mandó
al mundo (The Bug China Sent to the World)
was published on this Facebook page on
April 23. It coincided with the announcement
that a YouTube channel called Somos Manos
a la obra had been launched.
The video El Bicho que China mandó al mundo had already been published
(without the logo) on April 19 (18.1 million views) on the Plátano Facebook
page, an entertainment space that had been active on the platform since
November 2008. The Plátano post asked the audience to support the new
talent at Manos a la Obra (though the drawing and typeface style are used
in other Plátano contents). Plátano had an audience of over 26 million
subscribers, most of them in Mexico. It also has subscribers in other countries
(Australia, the Philippines, Indonesia, Azerbaijan, United Arab Emirates,
Germany, Switzerland, France, Spain, Italy, Canada, the United States,
Guatemala, El Salvador, Nicaragua, Panama, Colombia, Ecuador, Peru, Bolivia,
Chile, Argentina, Uruguay, Paraguay, Brazil, the Dominican Republic and
Venezuela, among other countries from where users interacted with the video
El Bicho que China mandó al mundo), which allowed the content to go viral
quickly. There were 124,000 reactions to the video, including 21,000 of
surprise and 8,000 laughter.

Figure 14.
Publication of the
video “The Bug China
Sent to the World”
(El bicho que China
mandó al mundo) on
the Facebook page
Plátano.
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El Poliedro Cremation Ovens
Figure 15. Tweet
from journalist
Daniel Quintero
@dquinterotv10
denying the rumor
of cremation
ovens in El
Poliedro.

Figure 16. Image
from the user
interactions network
for @dquinterotv10,
who created the
social media report
debunking the rumor
that there were
cremation ovens in El
Poliedro in Caracas..

30

By the morning of August 4,
photographs and videos of
“cremation ovens” in the parking
lot of the El Poliedro events
center had gone viral on Twitter
and WhatsApp. At 3:07 p.m.,
journalist Daniel Quintero
@dquinterotv10 published a
short report from El Poliedro in
Caracas in which viewers could
see the incinerator close up and
he clarified its purpose. Less
than two hours later, the report
had been published by Diosdado
Cabello’s TV program, Con el
mazo dando. Daniel Quintero
has twice won the Aníbal Nazoa
Award for Necessary Journalism.
He won it in 2016 for the midlength film “Nicolas Maduro
– Presidente entre dificultades
(Nicolás Maduro: A President
in Trouble),” which was broadcast by State owned TV network, Venezolana de
Televisión. In 2020, he won as a digital journalist, which he does via his Twitter
account. Pro-government communications apparatus accounts dominate the
@dquinterotv10 network. According to Botometer, 3 out of 10 of his followers
present characteristics of bot accounts. Furthermore, @dquinterotv10 has
characteristics of an astroturf account, that is, an account that disseminates
publicity or propaganda..

Figure 17. Summary of
the Botomer analysis
results of twitter user
@dquinterotv10.

4.

WhatsApp is the origin of pieces in voice note format, including audios related to
national politics and some audios that may have migrated from other countries.
The voice notes associated with information disorders related to COVID-19
in the corpus include audios attributed to the leader of the pro-government
party PSUV, Diosdado Cabello, whose illness was treated with the informational
opacity that has characterized the ruling party in other cases of high-ranking
members’ illnesses.

5.

There is evidence that the propagation of information disorders related to
COVID-19 on Facebook and WhatsApp could frequently be organic in nature. The
propagation of information disorders is driven by users of those platforms who
have the sole intention of sharing contents that they find interesting.

6.

The evidence suggests that the propagation of information disorders on Twitter
and YouTube may more frequently be the product of coordinated operations
with political or commercial interests.

El Poliedro Cremation Ovens
The profile @chavezsyn mainly
retweets pro-Chavez accounts’
content. According to Botometer,
@chavezsyn has the characteristics
of an astroturf account, that is, an
account that disseminates publicity
or paid propaganda while pretending
that it is a grassroots activist.
The @chavezsyn has connections to
the pro-government communications
apparatus and communications
guerrilla groups like #DeZurdaTeam.
@chavezsyn is connected to
Patria system accounts such as
@carnetdlapatria and @veqr_oficial,
an application that provides
access to funds that the Maduro
administration distributes to system
members. We also observed that it is connected to @TraffiCaracas, one of the
accounts that contributed the most to the viralization of contents regarding the
El Poliedro “cremation ovens” and @dquinteroTV10, the journalist who made the
report refuting that information.

Figure 18. Graph of
the network of interactions
from the user @chavezsyn,
propagator on Twitter
of the rumor about
crematorium ovens in El
Poliedro.
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Figure 19. Summary of
the Botomer analysis
results of twitter user
@chavezsyn

7.

We observe a pattern of introduction of disinformation content via comments
replying to tweets by popular journalists using fake accounts (trolls, sockpuppets
or cyborgs).

El Poliedro Cremation Ovens
Figure 20.
Insertion of
the El Poliedro
crematory oven
hoax on thread
responding the
journalist Robert
Lobo.

The fi rst tweet from @ROUTEK
regarding the crematory oven in El
Poliedro was published at 6:34 p.m.
on July 30. At 8:33 p.m. on that same
day, @ROUTKE published a second
tweet referring to the crematory
oven installed in El Poliedro.
@Routek insisted on the idea, and at
7:55 a.m. on July 31, he repeated the
same content from the initial tweet in
a new one. The response to this
tweet was greater, as it was
retweeted 186 times. On August 3
at 6:13 p.m. @ROUTEK published
the video of the man who took his
friend to the Poliedro and was turned
back. That video was identifi ed as
an independent piece that same day
(August 3) in monitored WhatsApp
groups.
Other accounts introduced
@ROUTEK’s tweet in various
conversations about COVID-19.
The @Pomegra35734160 account did
so using a link to introduce
@ROUTEK’s tweet in a thread by
journalist @RobertLobo_ regarding
diffi culties finding care in Caracas
hospitals. The tweet published
by @Pomegra35734160 in
@RobertLobo_’s thread was published just thirteen minutes after the first
@ROUTEK tweet. Richard Sosa @chavezsyn also introduces a link to @ROUTEK’s
tweet in a thread by journalist Daniel Murolo @dmurolo.
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8.

We observed the frequent publication of tweets with contents that reproduce
information disorders from accounts listed under pseudonyms and with profile
images from drawings, cartoons or what seems to be photos stolen or generated
using artificial intelligence.

The Wuhan Virus
The first appearance of “The Wuhan Virus” on Twitter was
traced to April 2, 2020 and was published by the account
@Ghost_who_walk, a pseudonym of The Phantom. It is a
Magazuelan account that mainly supports Donald Trump.
Trump’s account @realDonaldTrump was frequently
mentioned and retweeted. The same user denounced
supposed Deep State conspiracies and attacked Juan
Guaidó, claiming he is a Deep State agent in Venezuela.
According to one of his tweets, The Phantom lives in
Caracas. @Ghost_who_walk frequently interacts with other
Venezuelan pro-Trump accounts.
The first accounts to publish “The Wuhan Virus” chain on
Twitter include users located in Mexico (@GARCIPAVON,
an anti-abortion account, @rocksxm, the founder of
an influencers agency), Chile (@RealidadNacion6, an
account that amplifies news on the constituent process),
Spain (@Viveselmomento, a VOX sympathizer), Italy (@AxiaFel, a proTrump account), Ecuador (@daviru3, an anti-Correa account), France
(@sierockistephan, an account that only had two tweets in 2020, one
of which is the Wuhan virus chain) and Uruguay (@boleadorcharrua,
a general news account, and @johannesjo1, an extreme right-wing
account). According to the social media analysis, @Ghost_who_walk has
connections to @lilybritz93, @Erjokerr and @davi.

Figure 21. Network of
users who published the
first tweets in the “Wuhan
Virus” chain.

Figure 22 Image from the
user interactions network
for @Ghost_who_walk,
who propagated the
“Wuhan Virus” chain on
Twitter..
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The Wuhan Virus
On April 2, the account @lilybritz93
published a thread of tweets with
the same content as the “Wuhan
Virus” chain. The account @lilybritz93
presents varied content that
frequently includes comments related
to the COVID-19 pandemic along
with sexy photos and occasionally
shows of sympathy for the Stroessner
dictatorship that oppressed Paraguay
from 1954 to 1989. The icon of the
account is a photograph of Australian
actress Margot Robbie as the
character Harley Quinn, the Joker’s
accomplice and lover in the superhero
movie Suicide Squad

Figure 23.
A Thread of
tweets with
the “Wuhan
Virus” chain.

Figure 24.
Insertion of
the “Wuhan
Virus” chain in
response to
the Chinese
ambassador in
Caracas.

On April 7, 2020, EL JOKER @Erjokerr
introduced the chain as a comment
on a tweet by @Li_Baorong, the
Chinese Ambassador to Venezuela.
The Chinese official was replying
to John Bolton @AmbJohnBolton,
US President Donald Trump’s
National Security Advisor. Bolton’s
tweet expressed his support for the
campaign to force the WHO Director
to resign because of his alleged
participation in a Chinese cover-up
of the outbreak of the epidemic in
Wuhan.

9.
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Conspiranoid content and hyper-partisan content are frequently used to
generate clicks and drive traffic towards junk news sites or online merchandise
sales sites. This is the case of Tedigoqueopino, which has a presence on
YouTube, Instagram and Facebook, which published pieces on the use of
Hydroxychloroquine to treat COVID-19. The objective was apparently to direct
traffic to his online store, tedigoqueopino.com, where they sell t-shirts with
anti-communist and pro-Republican messages targeting Cuban and Venezuelan
communities in the United States.

Figure 25.
Merchandise for
sale in the http://
tedigoqueopino.
com online store,
which generated
traffic from Facebook
and Instagram
disseminating content
on treatments for
COVID-19 that were
rejected by the WHO.

10. We observed that the information disorders associated with COVID-19 that we
found in the WhatsApp corpus go beyond the geographic limits of Venezuela
and have frequently migrated from other Latin American countries and from
other regions such as the United States, Spain, and Italy. Conspiracy theories
and myths would seem to be the type of content that is most likely to migrate
between countries. This coincides with that which was observed in the WhatsApp
corpus, where the content on conspiracy theories was forwarded more than
content on other topics.
Figure 26. Countries
in which we found
evidence of the
circulation of a chain
on the consumption of
foods with PH alkaline
to combat COVID-19.

11. Blogs, Facebook pages and news portals that reproduce articles that originate in
other media frequently include unverified content related to COVID-19. We found
that the information disorders related to the pandemic tend to be reproduced in
Facebook spaces oriented towards Venezuelan migrant communities in various
Latin American countries.
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12. The structure of online pro-government propaganda was regularly activated
to disseminate messages related to the COVID-19 pandemic. The main topics
addressed by the pro-government groups were: the quarantine regimes and the
local “miracle cures,” such as lemon grass and Carvativir drops.
13. The pro-government apparatus engaged in an extraordinary deployment of
propaganda on Twitter with the arrival of the first delivery of Russian Sputnik
vaccines to immunize the population against COVID19. In this case, the “hashtag of
the day” #SputnikVEnVenezuela was disseminated by the official communications
apparatus, including high-ranking PSUV officials, military structures like the
Comprehensive Defense Operations Zones (Zonas Operativas de Defensa Integral,
ZODI), and Strategic Comprehensive Defense Regions (Regiones Estratégicas de
Defensa Integral (REDI). The bureaucracy that receives its orders for activation
on Twitter through public administration Telegram channels also contributed to
promoting daily hashtags related to COVID. Finally, the official hashtags received
the support of dozens of thousands of Patria System users who are activated as
patriotic Twitter users in exchange for tiny bonuses that are distributed among
those who use that day’s hashtags.10
Figure 27. Graph of
accounts that are
spreading the hashtag
#SputnikVEnVenezuela.

.

This graph portrays 9,216 accounts and 242,650 tweets, collected on February 19, 2021.
14. We found tweets related to topics disseminated in a coordinated manner by progovernment entities that became trending topics. There were 140 characters in
94% of the tweets in the sample examined. Meanwhile, the number of characters
in trending tweets supported by other groups varied more, with just 54% of the
trending topic tweets coordinated by civil society organizations, companies,
media outlets and opposition parties presenting 140 characters.

10. For more information on the government’s “hashtags of the day” dissemination process,
see: Cazadores de Fake News (February 13, 2021). Sin RT no hay paraíso: ¿cómo funciona la
maquinaria de propaganda en Twitter de Nicolás Maduro? https://cazadoresdefakenews.info/sin-rtno-hay-paraiso-maquinaria-de-propaganda-en-twitter-de-nicolas-maduro/. See also: Puyosa, I. (September
24, 2018). Contaminación de la agenda pública en Twitter en Venezuela. IPYS Venezuela. Available at
https://ipysvenezuela.org/2018/09/24/contaminacion-de-la-agenda-publica-en-twitter-en-venezuela/
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GRAPHS SHOWING THE DISTRIBUTION OF CHARACTERS IN VARIOUS TWITTER TRENDS.
The figures show trends disseminated by pro-government entities compared to those coordinated by other
Venezuelan political or social actors. The histograms show the number of characters with a limit of 280. All
of the cases had a maximum of 18,000 tweets gathered. This data was gathered during the first two weeks of
February 2021.
1. Trends driven by the pro-government communications apparatus
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2. Trend driven by pro-Chavez dissidents

3. Trend promoted by the Primero Justicia party

4. Trend promoted by Venezuelan civil society organizations
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5. Trend driven by the business organization FEDECÁMARAS Zulia

6. Trend driven by spontaneous protest

7. Trends promoted by a news TV channel.
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15. We identified five forms of propagation of messages that move between different
contexts:
•

Mutation: Contents built on the basis of messages that undergo changes
and adaptations (change of actors, places of references, inclusion of
procedures and other aspects).

•

Replication: Copying and multiplication of messages in various languages
and contexts.

•

Migration: Use of messages from the “original” contents of pieces that are
different from the original piece. For example, they move from health to
politics, sports or religion.

•

Adaptation: The messages are reformulated and adapted for the
treatment of different conditions or the treatment is adapted to a specific
context, as is observed in the case of Venezuela.

•

Legitimation: Dissemination of messages by media, institutions and
healthcare professionals.

Figure 29.
Examples
of message
mutation and
replication.
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Figure 30.
Examples
of message
migration and
adaptation

Figure 31.
Examples
of message
legitimation.
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“The arrival of the coronavirus in Venezuela
imposed a rearrangement in the construction
of the official public discourse. “
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VI. COVID-19, INFORMATION
DISORDERS AND NATIONAL
POLITICS
The analysis of the expanded corpus allowed us to establish that the plurality of the
stakeholders participating in the public conversation on social media and websites and the
users of the WhatsApp groups observed for this study made political use of the pandemic.
They used various formats for this, including testimonies, reports, alerts, press releases, satire
and parodies. These uses include debunking the disinformative or propagandistic narrative
of political adversaries, sometimes based on facts though also sometimes based on the
manipulation of real media.
The arrival of coronavirus in Venezuela led to an adjustment of the construction of the official
public discourse. The epic narrative had to include a new enemy: COVID-19. It was not a
question of building matrices to incriminate opposing political parties for the appearance
of the virus or the sanctions imposed by the US “empire,” or the economic war, or fourth
generation war. The COVID-19 pandemic revealed one of the many failures of the Bolivarian
revolution: Venezuela no longer has the healthcare infrastructure needed to provide adequate
care during a pandemic.
An emergency strategy was developed to prevent the number of cases from exceeding the
limited care capacity of public healthcare centers, the disappearance of medications in the
face of excessive demand, the deepening of the humanitarian crisis and panic among the
population. Once again, pro-government entities opted to engage in a communications
strategy that featured a heroic narrative about someone who emerges victorious from a battle
against a powerful enemy.
We identified political uses of the pandemic in the corpus in the coverage of the contagion
of government officials and opposition officials. This dimension, which incorporates new
elements into the official public discourse, features:

1. The construction of a pro-government communications strategy directed
at reinforcing the epic narrative that had been established with the
intervention of high-ranking regime officials.
Based on the importance of the official, the final word is left to a governor, minister or Maduro
himself, who confirms and reports on the contagion. The high-ranking spokesperson offers
messages that reinforce the revolutionary epic that contain words or phrases like “warriors,”
untiring workers, fighters, soldiers of peace, liberators, national heroes and victors of all of the
battles that they face.

2. Construction of an epic narrative that exalts pro-government officials who
contract the disease.
Government officials who became ill were painted as heroes who contracted the virus to
face the battle “with their knee to the ground” with their people. This epic narrative exalts
a leader who, despite the adversity he faces, will emerge victorious and strengthened
physically, morally and spiritually from the virus.
There are two emblematic cases in the pro-government epic: Omar Prieto, the governor of
Venezuela’s second most-populous state, and Diosdado Cabello, who has been considered
the second in command of the Bolivarian revolution. The two cases were officially
confirmed on the same day (July 9, 2020), though they were already in public knowledge
due to “supposed” leaks of audio in WhatsApp groups. In the case of Omar Prieto, the official
announcement on the Twitter account @omarPrietoGob came over 24 hours after the rumors
that he had COVID-19 started to circulate on WhatsApp. Attempts were made to deny that he
had the virus and focus attention on a major aspect of the story: the fact that the governor was
hospitalized in a private clinic.
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Figure 32.
Tweet sent to
debunk reports
of Governor
Prieto’s illness and
hospitalization

1:42 PM,
Twitter.

Anonymous
audio shared
by means of
WhatsApp
reporting that
Governor
Pietro fainted
during a
meeting and
he was
confined in a
private clinic.

Anonymous
audio shared
by means of by
WhatsApp in
which the
contagion is
checked and it
is clarified that
Gov. Prieto
only got a
cough.

1:51 PM,
Twitter.

4:16 PM
Twitter.

@cafeynoticias
reported that in
addition to the
Governor, his
wife and the
Secretary of
State
Government
are infected.
The room
number of the
private clinic
where he is
hospitalized is
given.

A WhatsApp
audio is shared
that confirms
the contagion
and the news
are broke that
the State
Government
office's
strategy will be
to deny that
the Governor
is
contaminated
by COVID-19.

3.29 PM,
Twitter.
@caféynoticias
clarify that the
Governor is
not under
serious
condition nor
he is intubated,
but he tested
positive.

4:08 PM,
Twitter.
5:02 PM,
Twitter Video.
@cafeynoticias
journalist
Miguel Angel
Román
confirms that
the Governor
has COVID-19
and calls on
him to tell the
country the
truth.

11:42 PM,
Twitter.

6:41 PM,
Twitter.
@OmarPrieto
Gob. Images
of the governor
working in the
Clap situation
room are
published.

@cafeynoticias
The journalist
denounces
that he is being
threatened and
harassed by
someone
unidentified.

@cafeynoticias
Journalist
Román
denounces as
false a
crowdfunding
campaign
allegedly
started by him
requesting
money to pay
for the
Governor's
treatment.

@OmarPrieto
Gob reports
that he tested
positive for
COVID-19.

6:52 PM,
Twitter.
@NicolasMadu
ro publishes a
message for
Omar Prieto.

9 DE JULIO

JULY 8

Anonymous
audio by shared
by means of
WhatsApp in
which it is
confirmed that
the Governor and
his wife were
admitted in a
private clinic
around 11 p.m.
on Tuesday the
7th

6:20 PM,
Twitter.

@OmarPrieto
Gob publishes
a message
with an
attached video
in which he
asks for the
cessation of
the political
tirade. He
greets the
doctors and
reiterates that
he caught
COVID in the
line of duty
with his
people.

11/7

WhatsApp.
9.30 PM,
Twitter.
@OmarPrieto
Gob. The
Governor
reports on his
5th day of
treatment
evolution.

13/7

Anonymous
WhatsApp
audio message
claims that
Governor
Omar Prieto
has died and
his body in the
Maracaibo
morgue

17/7

20/7

1:24 PM, Twitter.

2:01 PM, Twitter.

3.45 PM, Twitter.

4:38 PM, Twitter.

5:29 PM, Twitter.

6:42 PM, Twitter.

3.48 PM, Twitter.

Press release.

6:24 PM, Video.

2:02 PM, Twitter.

1:39 PM, Twitter.

10:26 AM, Twitter.

@cafeynoticias
tweet that the
Governor is
reportedly being
held at the San
Francisco Clinic
for testing
positive for
Covid-19.

@caféynoticias
reported that the
Governor is
undergoing tests
and the news are
broke that his
health could be
very
compromised.

@Karanguibel
reports that the
Governor is in a
private clinic but
undergoing a
preventive
checkup for a
cough.
@Karanguibel
confirms that the
Secretary of
State
Government is
quarantined at
his residence.

Another audio is
shared by means
of WhatsApp and
its authorship is
attributed to an
official who is a
friend of the
Governor's sister.
It is reiterated
that the State
Government
office will deny
everything
concerning the
contagion.

@cafeynoticias
journalist Román
publishes the
three audios that
had circulated on
WhatsApp and a
video where he
ratifies everything
that he has been
reporting.

The Twitter
account
@OmarPrietoGo
b reported the
delivery of 6,900
bags of food in
the county
Admiral Padilla,
with
photographic
record.

@cafeynoticias
reported with an
attached pic of a
State cabinet
meeting without
the presence of
the Governor.

Journalist Román
denounces in an
interview that he
is harassed as
well as his
friends and
family.

Nicolás Maduro
announces on
the national
network that
Omar Prieto
tested positive
for COVID-19.

@cafeynoticias
post a screen
capture of tweet
in which it is
informed that
Governor Prieto
is hospitalized in
a private clinic
where he is
undergoing
treatment.

@OmarPrietoGo
b he reports that
he is evolving
positively and
thanked for the
medical care and
for his followers
prayers.

@OmarPrietoGob
reports on his
medical status and
announces that,
although he is still
in bed rest, he
rejoins to his
duties. Attached
photograph in the
company of his
wife from the
official residence.

Figure 33. Timeline of messages published between the announcement that the governor of the state of
Zulia, Omar Prieto, had contracted COVID-19 until the publication that he had resumed his duties.
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Figure 34. On February
15, 2013, the government
disseminated images
featuring a smiling Hugo
Chávez with his two
daughters reading from
an issue of the Cuban
newspaper Gramma from
the previous day. The
purpose was to neutralize
rumors that he had died
in Cuba. A meme has
since been created that
places a smiling moribund
patient between the former
President’s daughters
reading Gramma.

There were various information disorders related to the case of Diosdado Cabello. We found
evidence in the corpus that all of the key actors, including Cabello himself, hid information
and lied about his actual condition. An audio file of Cabello reporting his condition to the
national leadership of the PSUV that had supposedly been leaked circulated in WhatsApp
groups beginning on July 8. A beep that suggests hospitalization can be heard in the
background. Diosdado Cabello tweeted that he had received a positive PCR result on July
9. Hours later, Nicolás Maduro officially confirmed the information on national television.
From that moment on, Diosdado Cabello became a trending topic on social media. On July
12, during the program “La Hojilla” on state-run TV, host Mario Silva played a new audio
file in which Cabello informed “the people” of his health status. This led to conjecture and
speculation about his actual condition on social media and in WhatsApp groups.
After the audio was published, there was silence, which reinforced the general perception
that his situation was serious. Anonymous audio files began to circulate, two of which
claimed that Diosdado Cabello had severe pulmonary fibrosis and was in serious condition
at the military Fuerte Tiuna Hospital. A third audio file claimed that the pro-Chavez leader
had died.
Speculation about Diosdado Cabello’s death just as the party was to organize its work around
the parliamentary elections led pro-government groups to deploy one of their boldest
disinformation strategies, which can only be compared that the coverage designed around
Hugo Chávez’s illness and death. On August 8, Nicolás Maduro announced live on VTV that
the Vice President of the PSUV would join a Zoom meeting that was taking place with the
party’s electoral staff. He then claimed that there were technical problems that prevented
them from establishing a video connection. A phone call was broadcast in which a voice was
heard that differed from that of Cabello in terms of vocabulary, rhythm, syntax and tone.
Cabello’s voice is imprinted in audience members’ memories given that he offered public
statements daily as Vice President of the PSUV. All of these factors generated questions
about the speaker’s identity among those who listened to the transmission.
Furthermore, Nicolás Maduro insulted anyone who questioned the official version, which
only increased the level of distrust. A second call was made to La Hojilla. Once again,
there was no visual and the voice could not be recognized as that of Cabello. A video
was then published that showed Diosdado Cabello from a distance, which also generated
controversy. On August 12, Daniella Cabello published a photograph of her father on
Instagram that cleared up any questions about his health status. This brought to a close
a chapter of government opaqueness in the management of a sensitive issue for the
country’s political life.
45

In relation to this case, content was viralized by unnamed agents with the goal of creating
unease and uncertainty among the population and greater polarization between Diosdado
Cabello’s supporters and opposition. The anonymous audio files, discussion of the leader’s
death and trolling in public digital conversation dominated trends on Twitter for several days.

3. The stigmatization of members of the opposition who contracted COVID-19.
The narrative that was built described members of the opposition as contaminants who
propagate, infect, transmit and inoculate the virus. It suggests that they pass the virus on to
“others” and fail to meet their responsibilities as public officials. They are described as “weak”
and bourgeois because they receive treatment in private clinics.
The mayor of Maneiro in the state of Nueva Esparta, opposition member Morel Rodríguez,
contracted COVID-19. His case is an example of what later became a pattern. It began with an
announcement by then-Information Minister of the Maduro administration, Jorge Rodríguez,
that a “high-ranking official from Isla Margarita has tested positive.” That announcement was
followed by a set of pro-government statements aimed at holding the mayor responsible
for the first cases detected on the island and the propagation of the virus in a children’s
baseball program. The statements identified the governor of Nueva Esparta, Alfredo Díaz,
also a member of the opposition, as the person responsible for failing to prevent contagion.
Attempts were made to criminalize him and force him to resign.

4. The use of this strategy to create opinion matrices directed at promoting
intervention in public entities (prosecutor’s office, comptroller’s office,
judiciary) in the judicialization and removal of opposition officials elected
to government positions.
We found evidence in the corpus of attempts to persecute and criminalize opposition leaders
who had been elected to public positions. An attempt was made to undertake administrative
and criminal proceedings in order to hold them responsible for the spread of COVID-19 in
their communities. However, attempts to remove democratically elected leaders failed.
One of the exemplary cases is the outbreak at the Roberto Vahlis Baseball Academy in Nueva
Esparta, where attempts were made to implicate Mayor Morel Rodríguez and Governor Alfredo
Díaz in allowing the virus to spread. The public prosecutor’s office charged the epidemiologist
of Nueva Esparta and four administrators at the academy, who were accused of allowing 20
people to contract the virus.

5. Opaqueness, partisanship and repression associated with information on
the spread of the virus and the response to it.
The corpus allowed us to identify a set of sub-patterns associated with the political use of
COVID-19, which in a strict sense do not constitute information disorders, but allude to opinions
about the management of the pandemic. This is the case of the attempt to co-opt attention
about humanitarian aid resources from abroad regarding which pro- and anti-government
groups had differing perspectives.
We recorded the intentional circulation of contents supporting Maduro's efforts in newspaper
publications with a markedly pro-government editorial line as well as the opaqueness of the
handling of statistics and dissemination of epidemiological information, the criminalization
of any attempt to publish statistics other than official ones, and the relaxing of biosafety
measures prior to holidays and pro-government events.
We observed evidence of information disorders in estimates of numbers of people who
contracted the disease by Congressman Juan Manuel Olivares. The source of numbers
regarding medical staff who have died from COVID-19 reported by Olivares -who is also a
medical doctor- could not be verified.
We also identified various cases of harassment and detention of journalists and healthcare
workers who disseminated such numbers. We present three cases here as examples. One
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is that of Darwinson Rojas, who was detained on March 21, 2020 by the Special Forces of
the Bolivarian National Police (FAES, the repressive police that the Office of the UN High
Commissioner of Human Rights recommended be dissolved). Rojas was brought before the
courts three days after his detention for disseminating statistics on his Twitter account. Beatriz
Rodríguez, the Director of Diario La Verdad in Vargas state, was detained on March 23 for
publishing a piece on the ninth positive case of COVID-19 in that entity. Bioanalyst Andrea
Sayago, who lives in the state of Trujillo, was detained on April 5 by the Bolivarian National
Intelligence Service after sending an audio file on WhatsApp alerting users to the detection of
positive cases in that location.
Finally, along with contents associated with the harassment and detention of whistle-blowers,
we found in the corpus emotional discourse meant to inspire fear among WhatsApp users.
Specifically, text strings were circulated with warnings about the controls that the Maduro
administration would introduce to monitor the circulation of false alarms via social media,
WhatsApp messages and telephone calls. Those controls would supposedly be introduced in
order to guarantee peace and tranquility. “Simply send it to your loved ones and friends today
(...). * “Everything you write or say can be used against you and lead to your incarceration, even
a joke!” (text string, WhatsApp, 07/17/2020)
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"A strategy was created to stigmatize migrants,
especially returning Venezuelans, as “biological
weapons” against the country."

48

VII. C OV I D - 1 9 , I NFO R M A TIO N
D ISOR D ER S A N D G E O P O L ITIC S
The content that comprises the corpus of this study has a strong geopolitical component. The
evidence shows that this component is manifested through three major lines: a) geopolitics
of emotions; b) geopolitics referring to dominant, alternative and resistant power blocs;
and c) geopolitics and global economic change.
The geopolitics of emotions alludes to the notion proposed by Dominique Moïsi,11 quien
afirma que existen tres estados emocionales básicos que impactan en la geopolítica: el miedo,
la humillación y la esperanza. El politólogo expone que los contenidos audiovisuales funcionan
como un referente cultural para analizar la emocionalidad del mundo. En este estudio, se
propone que los contenidos que circulan a través de los servicios de mensajería y las redes
sociales también brindan información para comprender la emocionalidad de una sociedad y
cómo ésta incide en las valoraciones, las prácticas, las creencias, los juicios y las intenciones.
In the corpus studied, we located messages that allude to emotions and feelings defined by
affinity for or aversion to nationalities, migrants and political projects. We also saw the antiVenezuelan sentiment expressed in the stigmatization of migrants who left the country and
those who returned that were signaled of being carriers of the virus.
An information strategy was created that incriminates and holds responsible politically adverse
countries (Colombia, Brazil, Peru, Ecuador) for the propagation of the virus. Furthermore, a
migrant stigmatization strategy was created that targeted returned Venezuelans as “biological
weapons” being used against the country.
On May 20, Nicolás Maduro publicly accused the Colombian government of “contaminating”
Venezuela with buses full of infected people. “From one moment to the next, they (Venezuelan
emigrants) started piling into buses. They gave them little bags of bread. They left healthy.
They are assumed to have caught the virus on the buses.... We have created a strict sanitaire
cordon because we will not allow the overflow of cases in Brazil and Colombia and Duque’s evil
to contaminate Venezuela.” (Our translation.) Maduro underscored this on national radio and
television chain. The interesting thing is that by May 20, when Maduro issued this statement,
Decree 412 of the Colombian government, which closed the seven border passes between the
two countries, had already been issued.122
Maduro’s statement marked the beginning of a government policy of stigmatizing Venezuelan
migrants who decided to return to Venezuela when they discovered that they had no chance of
remaining in other countries. The order was to mark the houses in which it was suspected that
there had been migrants, report people who had returned via email and concentrate migrants in
quarantine centers. An official discourse targeting Colombia and Brazil based on accusations of
bioterrorism was maintained as well.
The stigmatization of countries and travelers as propagators of the virus was also touted by others.
This was the case of the Commissioner of the Secretary General of the Organization of American
States (OAS) for the Venezuelan migrant and refugee crisis, David Smolansky. In an effort to
denounce the stigmatization of Venezuelans returning from Colombia, he stigmatized Iranians in
a tweet dated July 20. It was retweeted 6,338 times, quoted in 419 tweets, and received 5,670 likes:
“Iran recognizes that 25 million Iranians have coronavirus. How many Iranian flights have reached
Venezuela during the pandemic? At least 17, plus the five gas tankers. The virus isn’t being spread
by Venezuelans returning to the country.” (Our translation.)
We also identified messages that refer to actions by influential public figures (some political,
some not) that appeal to hope and other emotional states associated with happiness,
11. Moïsi, D. (2010=) Geopolítica de las emociones. Editorial Norma. Barcelona.
12. For more information, see: Decree 402 of the Presidency of the Republic of Colombia, dated March 13,
2020. See: https://www.funcionpublica.gov.co/eva/gestornormativo/norma.php?i=110354#:~:text=Que%20mediante%20
el%20Decreto%20402,marzo%20de%202020%20hasta%20el.
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solidarity and change. We also found pieces that refer to the opposite: desperation and
related emotions such as sadness, anxiety, malaise and frustration. Disinformation uses these
emotions effectively, activating tactics such as the primacy effect.13
This group of messages includes those that allude to anti-Asian or anti-Chinese sentiment,
blaming China for the emergence and expansion of the pandemic. Along these lines, messages
were identified that alert readers to the arrival of Asian patients at national health centers, or
claim that the virus is an Asian invention meant to destabilize the current social and economic
order. Danger and malaise emerge as key elements. We also found messages that blame
China for genetically altering insects to create “murder hornets” (Vespa mandarinia) that attack
the population.
“CHINA KILLS THOUSANDS AROUND THE WORLD WITHOUT FIRING A SINGLE SHOT, CONFINING
THEM TO THEIR HOMES AND MOVING TOWARDS ECONOMIC COLLAPSE” (Our translations).
(Piece #56,Text, Image, WhatsApp, 05/20/2020).

Figure 35.
“Without firing a
single shot…” See:
https://www.facebook.
com/MatosRoberth/
posts/sin-disparar-unsolo-tiro-china-matoa-miles-en-todo-elmundo-confinandolo-aest/3186635394721028/

Within the geopolitics that refers
to dominant, alternative and
resistant political power blocs,
we identified contents that support
the
Maduro
administration’s
management of the health crisis.
The recognition of Venezuelan
government health practices and
care policies by international
organizations like the WHO is
worthy of note. There are positive
references
to
the
technical
teams, inventions and authorized
references linked to Asian countries
as well as Russia, Iran and Mexico.
The pro-government messages
deliberately omitted the fact
that one of the main donors and
organizers of humanitarian aid to
Venezuela is the United States, while
it exalted the assistance received
from Russia.
Along these same thematic lines, we found messages that appeal to strengthening
sovereignty and promoting local identities and their responses to the health crisis. We found
references to local inventions and development created by pro-government individuals as
a supposed strategy for promoting decolonial and anti-imperialist actions. For example, the
Venezuelan technologist Sirio Quintero, whose medicinal tea recipes were promoted by
Nicolás Maduro on national radio and television, was recognized by a Chinese doctor.
The inverse also was found. Contents circulated on WhatsApp that appeal to the use of
Venezuelan political myths such as the image of Simón Bolívar to refer to the three plagues
that needed to be vanquished: coronavirus, communism and corruption. In these contents,
the Venezuelan diaspora is hashtagged as a strategy to gain followers and guarantee
dissemination.
In regard to the circulation of messages associated with the third line of thematic action,
geopolitics and global economic change, contents were identified that try to show that
China is extending is economic control to African countries or the United States. Ethiopia is
mentioned as the “African China,” and there is a supposed Chinese plan to expand in North
America through the purchase of companies like Smithfield Farms. This last malicious message
has been recorded since 2013 but was updated in the context of the pandemic.
13. For more information, see: Pérez Fuentes, I. (2009). Political Communication in Perspective (La
Comunicación Política En Perspectiva). Comunicación y ciudadanía, (1). Disponible en 			
https://www.uexternado.edu.co/wp-content/uploads/2017/01/REV_COM_Y_CIUD.pdf
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The contents that circulated in WhatsApp groups include attacks on international institutional
structures designed to respond to the health crisis. There are allegations of a supposed
alliance between the WHO and China in a cover-up strategy. There are also attacks on the
Ethiopian government, which is painted as an ally of anti-democratic governments and
represented by WHO official Tedros Adhanom.
Finally, there are messages that suggest the existence of a new Cold War 2.0 based on the
clash of Western powers (the US and Europe) and Eastern ones (China and Russia) over the
control of natural resources and energy.
We found contents praising or criticizing vaccines based on their place of origin. We found
contents claiming that economic interests take precedence over healing in the development
of the vaccines. This is the case of text, video and audio messages that circulated in December
2020 and January 2021 related to the Pfizer and Glaxo vaccines. “The Wuhan Biological
Laboratory is actually owned by Glaxo, which happens to be the owner-partner of Pfizer
(the company that created the miracle vaccine for COVID), which happens to manage Black
Rock’s finances..., which controls central banks and manages 1/3 of the world’s investment
capital, which happens to be a major shareholder of Microsoft and Gates, who happens
to be a Pfizer shareholder.” (WhatsApp, 1/30/2021, our translation.) “There is a war over
vaccines between the labs. Which work, which don’t, which is the remedy for the disease.
Take Pfizer’s, Moderna’s or the Russian one or the Chinese one. Even Cuba and Iran will
patent one. The Caribbean bigwigs figured that they’ll earn a lot of $ with that.” (WhatsApp,
1/12/2021, our translation.)
The criticisms of tests of the Sputnik V vaccine in Venezuela also reflect ideological and
political biases. On October 2, the President of the National Assembly and President Elect of
the Republic, Juan Guaidó, tweeted: “The Dictatorship is doing the only thing it knows how
to do: LIE and give itself over to interests other than Venezuelan ones. It is a test and they
are using people as guinea pigs. Let the dictator go first, though he is only first in crimes
and harming the country.” (Our translation.) This unleashed a wave of responses among
the WhatsApp group users observed. An anonymous audio file and various comments were
gathered in our corpus, including this chat message among neighbors: “How lucky that
the best cure for Venezuela’s disgrace ends up being the Russian vaccine when all of the
Chavistas get it.”
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"The forms of interpretation and explanation
of the world and the phenomena that
each society builds, has its correlate in the
Venezuelan digital ecosystem."
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VIII. C OV I D - 1 9 , EP I S TE M E S A N D M YTH S
The corpus analyzed demonstrates that the forms of interpreting and explaining the world
and phenomena that are built in each society have their correlate in the Venezuelan digital
ecosystem. The evidence located in the WhatsApp groups that we monitored demonstrates
the circulation of contents that are inscribed in both the doxa and the epistemes, or forms of
construction of knowledge.
The doxa includes opinions and subjective judgments that are just common sense in some
cases. This space includes belief systems, experiences, speculations, collective illusions
and shared imaginaries whose veracity and validity cannot be proven. We found messages
that form part of the doxa that refer to practices that combine religious beliefs to combat
COVID-19: “The power of God that can purify the whole world,” with recommendations linked
to the vibrational level that would be contributed by:
a) the music of Farinelli through alpha waves;
b) the use of “the energy” to “visualize a yellow circle around you and meditate three
times ‘I am with my highly active immunity’; and
c) the impact of emotions and behaviors. “The virus has a low vibration that
sympathizes with low vibration minds (tormented people, egotists, people with
attachments, ingrates and those who have a genetic predisposition to receive
the virus). High vibrations like sharp notes can kill the virus. Minds full of positive
thoughts and safety”; or
d) places: “The frequency of the Earth today is 27.4 hz, but there are places that
vibrate very low, like hospitals, bars, basements and tombs. That is where the
vibration falls to 20 hz. The virus is dangerous for humans with low vibrations.”
(Our translation.)
We found pieces that show contradictory epistemes or forms of building knowledge.
Some messages are inscribed in the biomedical health model14 and others involve the
alternative health model. The latter refers to health and healing practices that form part
of complementary or alternative medicine and its variants, traditional medicine, popular
medicine or folk medicine.15 The contents of the messages identified seek to:
a) provide credibility,
b) profit from the sale of goods or services, or
c) position the content in the public sphere.
Associated with the biomedical health model, messages that name healthcare professionals
as a tactic to give the message credibility circulated. Cases include:
a) The death of Dr. Víctor Guarique, a Venezuelan who died in Bogotá. The person in
the picture is actually the YouTuber, actor and adult film producer Ángel Muñoz
García, also known as “Jordi, el Niño Polla”.
14. The first is the conceptual basis for modern scientific medicine, in which the human body is fragmented
and analyzed from the perspective of its part, illness is the defective functioning of biological or chemical
mechanisms and the function of the practice of medicine is to intervene physically or chemically to correct
the dysfunctions of a specific mechanism. María F. Baeta S. “Cultura y modelo biomédico: reflexiones en el
proceso de salud enfermedad.” Comunidad y Salud [online]. 2015, vol.13, n.2, pp. 81-84. Our translation.
ISSN 1690-3293. Accessed on January 9, 2021.
15. OMS, “Estrategia de la OMS sobre medicina tradicional 2014 - 2023.” Accessed on February 10,
2021. https://www.who.int/topics/traditional_medicine/WHO-strategy/es/ These include: Such practices
include therapeutic and health treatments based on procedures such as those based on the use of herbs,
naturopathy, acupuncture and manual therapies such as chiropractic care, osteopathy and other related
techniques including qi gong, tai chi, yoga, thermal medicine and other physical, mental, spiritual and
psychophysical therapies. (Our translation).
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b) The “Swab Fraud,” which alludes to the winner of the Nobel Prize for Chemistry,
Kary Mullis. It was launched by bastaya @axcced_89, which propagates
disinformation and conspiracy theories.
c) Doctor Didier Raoult is listed as the creator of the vaccine “which can cure the
patient within three hours of receiving the injection.”
They also promoted treatments based on erroneous data, such as “alkaline diets.” They used
references to research centers to lend credibility and legitimacy to those false contents, such
as the Russian Virology Center.
They also used the context of the pandemic to market products that had not been proven
effective against the virus. For example, Colombia’s Raúl Salazar Restrepo markets
“gaonderma lucidum” (a centuries’ old “adaptogen” mushroom) and its corporate partner DXN
to “strengthen the immune system.”
Figure 36. Sirio
Quintero's
recipe to cure
coronavirus.

In order to gain notoriety in the public sphere and under the cover of the alternative
and complementary healthcare model, they circulated messages in which politicians lean
on controversial figures for support. For example, Nicolás Maduro promoted Sirio Quintero’s
P6 formula on national television. It contains six ingredients: lemon grass, ginger, black
pepper, lemon peel, lemon juice, honey and elder flower. Maduro claimed that it would “cure
coronavirus,” though this has not been validated by research communities.
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They used official media outlets and social media accounts of pro-government followers
to promote the Quintero’s supposed research results as part of their propaganda strategy.
In addition to lemon grass (Cymbopogon citratus), they promoted rectal oxygen therapy to
emulate a treatment promoted in Cuba as a cure to coronavirus.16
They used official party spokespeople like Carabobo governor Rafael Lacava to present
supposed research discoveries like the DR10 “miracle molecule.” The molecule was said to be
“the cure to coronavirus created by scientists, the sages of Venezuelan science.” (...cura para
el coronavirus creada por los científicos, los sabios de la ciencia venezolana, our translation.)
They said that the research had the support of the Venezuelan Institute of Scientific Research,
using the name of a prestigious national and international research center to legitimate
misleading messages.
Along these same lines, an announcement was made on national television, on January 24,
2021, about the production of Carvativir, a medication that has a derivative of thyme (Thymus
vulgaris) as its main active ingredient. According to Maduro, “having received official health
approval in this country, I can present the medicine that neutralizes 100% of coronavirus, Carvativir,
better known as José Gregorio Hernández’s miracle drops.17 (habiendo recibido el permiso
sanitario oficial del país, puedo presentar la medicina que neutraliza el 100% del coronavirus,
el Carvativir, mejor conocido como las gotitas milagrosas de José Gregorio Hernández)”. The
main researchers on the project are engineers Raúl Ojeda Rondón and Jheam Frank Campos,
partners and board members of the laboratory Labfarven and Droguería JR. It is said that
these private firms had the support of the Science and Technology Ministry and that the
partners have business and political ties to the government.

16. “Cuba prueba tratamiento vía rectal contra el COVID-19” En: https://efectococuyo.com/coronavirus/cubaprueba-tratamiento-via-rectal-contra-el-covid-19/. Acceso 04 de febrero de 2021.

17. Orianny Granado “Carvativir y otros remedios «milagrosos» contra la covid-19 cuyos efectos no han
sido comprobados”, En: https://talcualdigital.com/carvativir-y-otros-remedios-milagrosos-contra-la-covid19-cuyos-efectos-no-han-sido-demostrados/. Acceso 10 de febrero de 2021.
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CONSPIRACY THEORIES CIRCULATING IN VENEZUELA
Anti-vaccines

5G technology

OTHERWORLDLY
Divinities of different creeds, brothers of light and
extraterrestrials punish humans.
Pachamama, mother earth, sends the last warning
before climate change destroys all forms
of life on the planet.
EARTHLY:
Alternatively, the US or China invented the
COVID-19 to create chaos in the economy and
take over global markets. (Connects with NWO).
Western presidents, businessmen and philanthropists fund Wuhan Virology Laboratory, to artificially
produce the coronavirus and take over the world.
(Connects with NWO and anti-vaccines).

It is the mark of the Beast, it was made
by man and will exterminate humankind.
(Connects with Otherworldly).
It will kill millions of people and sterilize the rest.
(Connects with NWO).
It will destroy the immune system of those vaccinated.
It will inoculate a microchip, to allow States or hidden
powers to control citizens (Connect with 5G).
Inoculate RNA that will transform humans
into a transgenic species.

- The 5G waves will activate the microchips
inoculated in the mass vaccination
(Connects with anti-vaccines).
- 5G waves will allow governments to monitor and control
people. Because they work at an optimal distance of 1.5
mt. the social distance to protect oneself from the
coronavirus was set at that same distance
(Connects with anti-vaccines and NWO).
- 5G waves destroy the electromagnetic field of living
beings, eroding their immune system
(Connect with anti-vaccines).
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Denialism.
The pandemic
does not exist

New World Order (NWO)
is the true power behind
the visible power

WHAT IT IS SAID THAT
THEY WOULD HAVE DONE:
- Planning for the pandemic at event 201
organized by Bill Gates and the World Economic
Forum in 2019.
- Control the WHO through its communist director
Tedros Adhanom and Bill Gates who finances
80% of the organization.
- Monopolize the production, sale and distribution
of vaccines against COVID, obtaining astronomical profits and forcing the dependence and
integration of governments and peoples to their
global project.
- Impose 5G Technology to guarantee permanent
surveillance and control over people, their
actions and thoughts.
TO WHOM THEY INVOLVE:
Communism and its allies in the USA (Obama,
Bush, Democrats), China (Xi Jinping,
Communist Party), Russia (Putin, Communist
Party) and the Vatican State (Pope Francis).
Tycoons and philanthropists (Bill Gates, George
Soros, Rockefeller and Rothschild families).
Big tech companies and globalized media
(Google, Facebook, YouTube, Twitter, Apple,
Microsoft, CNN.)

It is an invention of the pharmaceutical and biosafety
industries to increase their profits.
(Connects with NWO and earthliest)
It is an invention of governments to restrict citizens'
rights. (Connects with NWO and 5G)

Infographic nnaranjo0869@gmail.com

Unnatural origin
of the coronavirus

IX. COVID-19 AND CONSPIRACY
THEORIES
The contents that tie the COVID-19 pandemic to various conspiranoid theories hold an
important place in the expanded WhatsApp corpus (21%) as well as the continuum of
messages that circulate through the Venezuelan digital ecosystem. Most of the conspiracy
theories found in the corpus did not emerge because of nor are exclusive to the public
discourse on COVID-19. On the contrary, the occurrence of a global catastrophic event like the
pandemic has served as an anchor and presumed validation for preexisting narratives from
the conspiranoid imaginary.
Working with a large sample gathered over a long period of time made it easier for researchers
to uncover recurrent argumentative structures. Once detected, it was not difficult to establish
their affiliation with general conspiranoid theories; to identify their correlate in the specific
imaginary of COVID-19; and, by doing so, recognized shared argumentation patterns on
various topics.
1.

Implantation of a political power management model between governors
and governed in territories and areas of influence at the global level (Western
democracies vs. communist/socialist/theocratic authoritarian regimes).

2.

Economic control of global markets (US/Europe axis vs. China/Russia/Iran axis).

3.

Hegemony of the sociocultural imaginary, values, beliefs, ways of doing, thinking,
feeling (individual liberties vs. social imperatives, personal initiative vs. state
management of the creation and redistribution of wealth).

4.

4. Epistemic domination of the production and validation of knowledge about
health and healing (scientific episteme vs. pseudoscience and alternative or
complementary practices).

The analysis allowed us to identify four conspiracy theories
that underlie the pandemic-conspiranoid narratives. The first
developed around anti-5G technology. The second developed
around Catholic/conservative anti-abortion groups that connect
COVID-19 (and abortion) to population extermination. The third is
associated with various anti-vaccine movements. The fourth, which
has the broadest and most complex disinformative argument
structure, is the New World Order, which seeks to redesign human
life as we have known it thus far.
One of the findings of this project was observing that the general
conspiracy theories have not colonized the conspiranoid imaginary
of the pandemic as articulated, coherent and consistent systems,
establishing point-by-point correspondence between discursive
structures. On the contrary, the researchers found fragments of
conspiracy theories in the corpus that were connected by a sort
of conspiranoid genre based on construction techniques similar to
those used in the pastiche technique in the visual arts. However,
pastiche is different from the blend applied to conspiranoid
theories about the pandemic in the sense that the elements to be
combined in art are potentially infinite, while a finite number of
elements mutates through conspiranoid discourse. The semantic
analysis of the expanded corpus allowed us to identify a limited
number of significant units or memesteins that were combined
over and over again to form discursive pieces that are closer to
the dysfunctional monstrosity of Frankenstein than the integrating,
organic aesthetic of pastiche.

Figure 37. Conspiranoid theories and 5G
technology Image shared in a neighborhood
group. The “Inspect Spy Drone 5G” hoax
has circulated online since at least 2019. We
located this image in a post on videogames
from 2007. 5G technology began to be
introduced in 2016.
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These memestein pieces form a series
around various thematic foci:

1.
The
non-natural
origin
of coronavirus Two series, one
otherworldly and one earthly.
1.1 The otherworldly. Divinities of
different creeds separately punish humans
for violating the precepts of their law. In
other pieces, they are brothers of the light,
extraterrestrials who have observed and
controlled us for centuries and punish
humans for their excesses. In other cases,
Mother Earth is sending a last warning
before climate change destroys all forms of
life on the planet.

Figure 38.
Memesteins
and
Conspiration.
Illustration
by Manuela
Márquez 2021.

1.2 The worldly. A three-headed series,
depending on which power created the
virus. Either the United States or China
invented COVID-19 to sow chaos in the
other’s economy and capture global
markets. This memestein mutated into
a globalist version according to which
the true power behind the visible power
lacks ideological framing. As such,
presidents, businesspeople and Western
philanthropists paid Chinese researchers from the Wuhan virology laboratory to
artificially produce coronavirus and take over the world.

2. Anti-vaccine conspiracy theories. Five series, several of them two-headed
In these conspiracy theories, the vaccine:
2.1 Is the mark of the Beast as Saint Paul predicted. Its mark is 666, the number of
men. In other words, it was man made and will exterminate them.
2.2 It will kill millions and sterilize the rest, especially older adults in order to: a) save
governments on pension payments and chronic medical care; and b) decrease
global overpopulation.
2.3 It will destroy vaccinated individuals’ immune systems because the vaccines
contain hidden traces of other animal viruses and neurotoxins like mercury.
2.4 It will introduce a microchip to allow governments to monitor and control their
citizens.
2.5 It will inoculate the messenger RNA that will be integrated into the cells, turning
humans into a transgenic species.

3. 5G technology, which incidentally has not been deployed in Venezuela.
Three series.
3.1 5G waves activate chips previously placed in people during vaccine events.
3.2 5G technology is used by governments to monitor and control the population on
an ongoing basis. 5G technology requires the target to be 1 meter away. As such,
the bioprotection protocol requires that people maintain a maximum difference of
1.5 meters.
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3.3 5G waves destroy the electromagnetic field of living beings, eroding their immune
system.

4. Denial. Two series.
The pandemic does not exist:
4.1 It is an invention of pharmaceutical companies and biosecurity industries meant
to exponentially increase their earnings.
4.2 It was invented by governments to confine citizens and limit their civil and
political rights.

5. New World Order (NWO)
This focus is over-arching. Its hard nucleus affirms the existence of a power behind all visible
powers formed by an alliance of actors whose composition varies depending on the series
under analysis. In all cases, the goal of the NWO is to globalize a single model of social, political,
economic and cultural organization and management of human life.
We located pieces in the corpus that included such different players as illuminatis, masons, the
Vatican, the British royal family, the governments of major powers regardless of ideopolitical
brand, magnates and philanthropists (such as Bill Gates, George Soros, the Rockefellers and
the Rothschilds), the arms industry, major technology firms, the media and a long list of agents
whose only mandate would be to optimize economic earnings of the subjects, groups and
power blocs represented by the alliance of actors described in each case.
One of the most viralized series in the corpus focuses on pro-Donald Trump alt-right groups
like Qanon. It was very popular during the second half of 2020 in the context of the US
presidential elections. These theories have propagated among Venezuelan audiences due to
new identity-based phenomena generated by the political relationships between the United
States and Venezuela (e.g. the emergence of online communities known as Magazuelans).
Messages about supposed alliances between the WHO and Bill Gates circulated, claiming that
they sought to reduce the global population and move towards an economic adjustment. This
is a hoax that has circulated and has been debunked at least since 2018, but it was updated in
the context of the pandemic.

6. “The Bug China Sent to the World (El Bicho que China envió al mundo)”
The conspiracy-paranoid contents sometimes intersect with humor. This is the case of “The
Bug China Sent to the World (El Bicho que China envió al mundo)” a conspiranoid video that was
propagated on YouTube and WhatsApp. It was started on two Facebook entertainment pages,
Plátano and Manos a la Obra.

59

Recommendations of actions for
different stakeholders.
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X. R ECO M M END A T I O N S F O R
S TA K EHO L D ER S
Beyond the contribution to the understanding of the information disorders that have been
recorded in the Venezuelan digital ecosystem in relation to the COVID-19 pandemic, the COVID
InfoDisorder team offers a series of recommendations for action by stakeholders.

A. Journalists and digital media outlets
1.

Reinforcing the principles of professional journalism in order to support
information based on facts.

2.

Training reporters to cover COVID-19 in a context with high levels of
information disorders, prioritizing training of journalists outside of the
capital, particularly in rural and border areas.

3.

Working with other journalists and media organizations to debunk misleading
news and disinformation operations related to the pandemic.

4.

Covering the impacts of disinformation in populations that are more
vulnerable to COVID-19 (e.g. migrants and detained persons).

5.

Developing formats that make factual information about COVID-19 more
attractive than unfounded narratives.

6.

Including statements from religious leaders who contradict claims about
the miraculous nature of unproven treatments promoted by commercial or
political interests into COVID-19 coverage.

7.

Establishing a joint repository of responses to prove that hoaxes, rumors and
conspiracy theories related to COVID-19 are false.

B. Social media platforms
1.

Promoting authorized sources and downgrading content identified as false
or misleading that may be harmful to people’s health.

2.

Identifying automated accounts with visible labels.

3.

Publishing lists of accounts that have been deactivated for being part of
coordinated influence or disinformation operations.

4.

Provide greater access to APIs data request to researchers who study
information disorders.

5.

Investing more in technology that can be used to identify coordinated
disinformation operations.

6.

Providing funds for digital skills training and to combat the propagation of
disinformation regarding the COVID-19 pandemic.

7.

Using playful elements to incorporate true contextual information
accompanying messages that are imprecise or misleading.

8.

Facilitating routes of access to capture anonymous data in closed digital
environments with a high potential for propagation of information disorders,
such as Telegram channels, WhatsApp groups and Facebook groups.
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C. Social activists and non-governmental organizations
1.

Coordinating between civil society organizations to address the threats to
society generated by the propagation of information disorders related to
COVID-19.

2.

Increasing monitoring of imprecise and misleading contents that may be
harmful to the vulnerable and high-risk population.

3.

Training community teams to perform activities focused on providing
healthcare and guidance so that they can identify, contain and mitigate
the dissemination of information disorders early on based on the findings,
guidance and expertise of universities and specialized research centers.

D. Communications research centers and researchers who work on
information disorders
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1.

Strengthening institutional projects in the area generated by well-established
research institutes and centers with academic solvency.

2.

Generating lines of information with innovative strategies to mitigate
information disorders with an impact on teaching, outreach, and servicelearning.

3.

Encouraging students to write theses and dissertations linked to the study of
information disorders.

4.

Disseminating the findings and research results obtained in publications of
varying formats and scopes.

5.

Designing curricula for the study of information disorders in academic
programs linked to media and communication, political science, sociology
and education.

6.

Providing specialized training to healthcare policymakers and professionals
to combat the propagation of disinformation regarding the pandemic.

7.

Designing, promoting and executing media and news literacy programs
and programs focused on digital competencies for students and teachers
at various levels. Such content should be offered in various manners and
programs in order to mitigate the propagation of information disorders.

8.

Providing technical assistance and specialized training to social activists, nongovernmental organizations and public policy makers.

9.

Developing and optimizing data capture techniques in closed digital
environments with a high potential for propagation of information disorders,
such as Telegram channels, WhatsApp groups and Facebook groups.

E. Epidemiological and public health personnel
1.

Developing risk communications plans to address the vulnerabilities of the
population related to consuming imprecise and misleading information on
the prevention and treatment of COVID-19.

2.

Considering the impact of rumors and misleading news when designing
healthcare education campaigns and pieces.

3.

Identifying and addressing rumors and disinformation related to COVID-19
and providing factual information to the media to debunk information
disorders.

4.

Publishing accessible information to audiences with different levels of
education regarding available treatments and vaccines and their benefits
and effects.

F. Policymakers
1.

Promoting the timely dissemination of accurate information about COVID-19
based on science and evidence to all communities and particularly high-risk
groups.

2.

Preventing and combating the propagation of disinformation on COVID-19
while respecting freedom of expression.

3.

Providing economic support that allows research projects generated by
well-established research centers and universities to be strengthened and
promoted.

4.

Researching practices and behaviors around COVID-19 to improve the
selection of channels that allow risk and prevention information messages
and communication directed at community health to be improved.
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